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Introducing B1 Systems

founded in 2004

operating both nationally and internationally
more than 60 employees; low employee turnover
Provider for IBM, SUSE, Oracle & HP

vendor-independent (hardware and software)
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Focus:

Consulting
Support
Development
Training
Operations
Solutions
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Areas of Expertise

(4]

Virtualization (XEN, KVM & RHEV)

Systems management (Spacewalk, Red Hat Satellite, SUSE
Manager)

(4]

Configuration management (Puppet & Chef)
Monitoring (Nagios & Icinga)

laaS Cloud (OpenStack & SUSE Cloud)

High availability (Pacemaker)

Shared Storage (GPFS, OCFS2, DRBD & CEPH)
File Sharing (ownCloud)

Packaging (Open Build Service)
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Providing on-site systems administration and/or development
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Partners
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Deployment Stack
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Deployment Stack — Technologies Used

Docker an open platform for developers and sysadmins to build,
ship, and run distributed applications

Fig a Docker orchestration tool
Gitlab an Open Source software to collaborate on code
Jenkins an Open Source continuous integration system

Puppet/r10k an Open Source configuration management system to
define the state of an IT infrastructure and to
automatically enforce this state
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Docker — Build, Ship and
Run Applications

&
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What is Docker?

an open platform for developers and sysadmins
Open Source Engine to standardize LXC

build, ship and run (distributed) applications
easy to use

create and share images

chroot on steroids

all you need is inside the container
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not a Virtual Server — less overhead
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Technologies Used

o Linux Containers (LXC)

o chroot

o use of Linux Kernel features:
o cgroups
o kernel namespaces
o ...
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Features

@ can run any distribution

o “if it will run on Linux it will run in Docker”
o limited to the same architecture as the host
o all you need is inside the container

o libraries
o dependencies
o ...
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Fig — A Docker Orchestration Tool

o simple orchestration tool for Docker
o easy to deploy and use

o helps to define and control a multi-container service
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GitLab — Collaboration on Code
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Features

completely free and Open Source
manage and browse Git repositories
keep your code secure on own server
manage access permissions

perform code review and merge requests

hooks

© ©6 6 6 o o o

much more!
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Gitlab 1/3

Dashboard

Activity Projects Issues 0 Merge Requests 0 Help

My Projects

All projects you have access to are listed here, Public projects are not included here unless you are a member sort: Name v

Al apps / owncloud
Last activity: 34 minutes ago
Personal 0
Joined 5 docker / mysql
Last activity: about an hour ago
Owned 5
docker / owncloud
Visibilly Last activity: 17 minutes ago
aPivate
0internal docker / toolbox
Q@ Puiic Last activity: 14 days ago
Groups puppet / global
5 apps | Last activity: 17 days ago
0 docker s
£ puppet 1
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Gitlab 2/3

Activity Files Commits Network Graphs Issues 0 Merge Requests 0 Wiki Settings
U apps/owncloud SSH HTTP | git@docker-test.example.com:apps/owncloud.g =
—Edit Bcommits 1branch Otags  0.16 MB
i’n_\i Administrator pushed to branch master at apps / owncloud 34 minutes ago P ®
36£c fixing image urls
¥ Fork repositor )
f‘\! Administrator pushed to branch master at apps / owncloud e
a95 evenmore
& Download zip B
{3 Administrator pushed to branch master at apps / owncloud
eceebsdoz  fiing owncloud htp port Compare code
E’\j Administrator pushed to branch master at apps / owncloud about 2 hours ago README
ai1c2c6a3 T does notsupporttags, bummer.
Created on Oct 09, 2014
f8 Administrator pushed to branch master at apps / owncloud abOUt 4 NOUTS 390 Owned by apps group
s53edsses foo
{8 Administrator pushed to branch master at apps / owncloud about 4 hours ago
b£87c4277 foo
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apps / owncloud

Activity Files Commits Network Graphs Issues 0 Merge Requests 0 Wiki Settings

master M

You can move around the graph by using the arrow keys.

n ™ Begin with the selected commit

ixing inage urls
ven more
ixing owncloud http port

ig does not support tags, bummer.

dded readme

nitial
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Jenkins — Continuous Integration

Continuous Integration using Docker &
B1 Systems GmbH Jenkins 17 / 43


http://www.b1-systems.de

. B

What is Jenkins?

o Jenkins is a server-based system for continuous integration
running in a servlet container (like Apache Tomcat).

o Jenkins supports SCM tools including AccuRev, CVS,
Subversion, Git, Mercurial, Perforce, Clearcase and RTC, and
can execute Apache Ant and Apache Maven.

o Jenkins is free software, released under the MIT License.

o Builds can be started by various means, including being
triggered by commit in a version control system.

o Jenkins monitors executions of repeated jobs, such as building a
software project or jobs run by cron.

o Jenkins is written in Java and released under the MIT License.
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Jenkins 1/3

& Newom s dosorpton
& Feoe A o
= sty S W ame Lastsuccess Last Fttre Last ourtion
K Manage denkis @ @& wocemey 11729 min- 28 dockertest example 1173 min- 7 dockertes example smnsosec (D)
A Credentials [*] ‘docker.ouncloud 18 min - #25 dockertest.example. com:5000/ouncloudatost. 22 hr- #16 docker-test examplo.com 5000/owncloudtesting 1 min 16sec  f5)
i oum - 9 d & )
No buids n the quse. goar-degloy. NA NA NA )
owncloud-acceptance 1 min 0 sec - 436 1 hr 23 min - £31 12500
Buld Executor satus o Q o)
e [ T —— e )
2 1ae

Teon: SML
= Legeng FYRSS foral EYASS forfaiures () ESS for ustlatest buids
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Backto Prject . |
& dackto P () Build #25 docker-test ple.com:5( (Oct 10,2014 6:46:36  suresromn e
O, status oo L isee
= cranges AM)
B Console Output (a0 description
= Edit Buid nformaton i Granges
© Delete Build = S—

oy

Parameters 3. trying to refactor (detall)
5] Poiates iy e
© ieuidaa Sared o Gt i o it i
& NoTags

Rovision: 6311 100a6675086a1990c201086228920006016

4 Previous Buid
« cetached

‘Ghuck Nt can instartiate an abstract ciass.
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Jenkins 3/3

Jenkins »dockoromncloud > #25 dockor {ost.example.com:5000/owncloudatest

£ Backio Projet

O Console Output

Q status
= Changes Started by Gittab push by Mattias Giese
- Building in workspace /var/lib/jenkins/jobs/docker-owncloud/workspace
& Console Output > git rev-parse --is-inside-work-tres # tineout1o
Fetching changes fron th resote Git repositor
2] View as plain text it contig remote origin.ur sitesackar-test oxanplo.consdocker/auncloud.git # tineou

= ot oo ometon Fthing wpetrean chinges fron oftedacher a5t cxsmpie.contdoker /ncioud-5
i GET S 0 Set Credntiats Jenkine CI defatt
© ookto Bl 2ok Teten - cags - proare: !

3 318 Teveparee 6311 1bstnTacosanoodcom1ceosaasonenDob o comits » tincon

~:refs/remotes /origin/*

[3 Parameters Checking out Revision 63(110026876ca8a190dc2bLca922a892006b16 (detached)
> git config core.sparsecheckout # tineout
[Z] Poting Log T3t hatkout 7 cBTiiooaeaTocase1990cob1c092208920006516
> git rev-list p484Tcc2ee379b3aged366e8bead2sef37fe2268 # tineout-10
« ceuidoan No Credentials provided, so not logging in to the registry
&l NoTags [workspace] § docker build -t docker-test.example. con:5000/owncloud:latest .

Sending build context to Docker daemon 129 kB
Previous Build
L4 Sending build context to Docker daemon
Step 0 : FROM hachque/opensuse
> oazcabfdadoe
Step 1 : HAINTAINER Mattias Giese <giese@bl-systems.de>

> 621047fd688C
Step 2 : ENV REFRESHED AT 20141010

~-non-interactive ar 'h dounload Toud ty:/7.0/0pensUSE_13.12" owncloud

non- interactive --gpg-auto-inport-keys ref -f

---> 008boacebBdE
Step 6 : RUN zypper --non-interactive update --auto-agree-with-licenses
> Using cache
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Jenkins Plugins

Docker Buildstep allows to add various docker commands into a job
as a build step.

Docker publish provides the ability to build projects with a Dockerfile
and publish them to the docker registry.

Git allows the use of Git as a build SCM.
Gitlab a build trigger that makes GitLab think Jenkins is a
GitLab CI.

Build Pipeline Plugin provides a Build Pipeline View of upstream and
downstream connected jobs that typically form a build
pipeline.

Downstream-Ext Plugin supports extended configuration for
triggering downstream builds.

Publish Over SSH Plugin transfers files and data secured by SSH.

Chuck Norris ;) ...
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Jenkins — Build Pipeline Plugin

o provides a Build Pipeline View of upstream and downstream
connected jobs that typically form a build pipeline.

o offers the ability to define manual triggers for jobs that require
intervention prior to execution, e.g. an approval process outside
of Jenkins.
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Jenkins — Downstream-Ext Plugin

This plugin supports extended configuration for triggering
downstream builds:

o triggers build only if downstream job has SCM changes

o triggers build if upstream build result is better/equal /worse than
any given result (SUCCESS, UNSTABLE, FAILURE,
ABORTED)

o for Matrix (alias multi-configuration) jobs, you can decide which
part of the job should trigger the downstream job: parent only,
configurations only, or both
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Jenkins — Publish Over SSH Plugin

© 06 6 06 o o

SCP — send files over SSH (SFTP)

execute commands on a remote server

username and password or public key authentication

passwords & -phrases encryption in configuration files and Ul
SSH SFTP/SSH Exec as a build step during the build process
SSH before a (maven) project build, or to run after a build
whether the build was successful or not

send files directly from the artifacts directory of the build that is
being promoted ("promotion aware")

optionally override the authentication credentials for each server
in the job configuration

o optionally retry if the transfer of files fails
o enable the command/script to be executed in a pseudo TTY
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Puppet — Configuration Management

/\pup labs®
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What is Puppet?

@ a configuration management system to define a certain state of

an IT infrastructure

developed since 2005 by Puppet Labs

describes resources and their state in manifests

uses its own declarative language

distributes these manifests through a server program called

master

Agents on the target systems enforce the desired state.

o System specific information will be discovered using facter for
a dynamic configuration.

o Agents also send a report on the taken actions back to the
Puppet master.

o Puppet’s open API can send and receive data to/from
third-party tools.

© 6 06 o
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Puppet — r10k

o deployment helper for Puppet modules (internal /Puppet Forge)
o uses a cache directory to preserve space

@ may use a so called Puppetfile for complex deployment needs
(= Gemfile)
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Use Case 1: Automatic Testing of a Puppet
Module
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Use Case 1 — Automatic Testing of a puppet
module

Jenkins Jobs

Dev Workstation

|
I
I
L push changes =
to dev branch |

puppet-memcached-acceptance

GitLab | push prod
| branch Acceptance Test
I

¢ trigger jobs T trigger

Jenkins |_run 3 puppet-memcached-units

| Unit Test

————————— ——————
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Use Case 1 — Prerequesites

o Requirements:

o base Docker container for every supported OS of a module
o are being built as seperate jobs

o Preparation:

@ git push to development branch
@ Gitlab triggers Jenkins Webhook
@ Jenkins merges dev with test branch
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Use Case 1 — puppet-memcached-units

@ Jenkins creates a new container.

@ r10k deploys all puppet code.

@ simple syntax and style(lint) checks
@ rspec-puppet is run.
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puppet-memcached-units

Create container from
puppet-test image with env-var
PUPPETMODULE=memcached

r10k deploys all puppet code
inside the container

unittest.sh is run
PUPPETMODULE=memcached

Standard Syntax and Lint Tests,
after that rspec-puppet
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Use Case 1 — Job:
puppet-memcached-acceptance

@ Jenkins starts a fresh container from a puppet-enabled base
image

@ r10k deploys all needed Puppet code

@ puppet apply is run with the specified module:

PUPPETENV=/puppet/environments/dev/
puppet apply -debug -modulepath $PUPPETENV/modules
$PUPPETENV/modules/$PUPPETMODULE/test/init . pp
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puppet-memcached-acceptance

Create container from
puppet-test image with env-var
PUPPETMODULE=memcached

r10k deploys all puppet code
inside the container

puppet apply --debug \
--modulepath=/puppet/modules \
/puppet/modules/$PUPPETMODULE/test/init.pp

(Optional): Run software like
serverspec to test the outcome
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Use Case 2: Integration/Acceptance Testing
of a Simple Webapp
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Use Case 2: Integration/Acceptance Testing
of a Simple Webapp

simple use case for a multi-tier app

httpd + webapp and mysq|

need to be linked together

should be automatically deployed if possible
two containers: owncloud and mysql
automatic rebuild on change

after changes, integration testing should be done

© © 6 6 6 o o o

if integration tests succeed, deploy app on staging host
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Jenkins Job Overview

Jenkins Jobs : Deployment Test

|
loud- _————— e figu
2. Call deployment job

|

|

: . | |

| | |

| 1. Call buildjobs : :

: | |

| | |
| |

docker-mysql docker-owncloud

~
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Docker Build Pipeline 1

Developer :

changes build
roduces

Docker Image

|s pushed to

Docker-Registry
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Docker Build Pipeline 2

Jenkins o — ————— > B GHE S
trigger ost/geard configure/run

deploy fetch Containers
etc
latest
images

Docker Registry
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Next Steps
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Next Steps
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Most Docker image jobs are identical:
o implement flow/job dsl plugin
create a dynamic test matrix for Puppet modules
o multi-configuration jobs may help with that
o use Packer for building base Docker images (Puppet Provisioner)

o integrate with CoreOS/Project Atomic/OpenStack
o implement a better global orchestration scheme (TerraForm,

Ansible, SaltStack maybe?)
integrate with clustered configuration through Serf/Consul or
others
automatic handoff to QA, tests with real world data in staging
environments
easy push button tagging of Docker images to 'production’

o may be implemented through 'promoted builds’
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Thank you for your attention!

For further information, please contact:
info@b1-systems.de or +49 (0)8457 - 931096

B’ Systems GmbH - Linux/Open Source Consulting, Training, Support . Development
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